HacTtpoitka mapwpytusatopa TP-Link TL-WR840N
B pexXume PPPoE

Ona HacTpolhku mapwpytmsatopa TP-Link TL-WR840N nogknwouaem ero K KOMMbHOTEPY,
ncnonbsya cetesoi (UTP) nposog (B ntoboit n3 noptos LAN Ha maplupyTusatope), NOCTaBAAEMbIN B
KOMMNEKTe C MapLIpyTU3aTOpPOM.

3anyckaem uMHTepHeT 6paysep (Internet Explorer, Opera, Mozilla Firefox, Google Chrome, Apple
Safari) n Habupaem B naHenu agpeca 192.168.0.1 (310 none, Kyga HabupaloT Ha3BaHME CalToOB)
Haxkumaem Enter. B noasBuBWEMCA OKHe BBOAMM JnorvH admin, naponb admin (ManeHbKUMU
aHINMNCKMMUK BYKBaMM), M HAXKMMaeM KHOMNKY «Bolidume».
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Mepen Bamu oTkpoeTca Web-uHtepdeic Ana HacTPOMKM MapLpyTU3aTopa, MMEHHO 34eCb Mbl
6yaem NpoBoOAMTL BCE MOC/eAyoLLIME OnepaLyumn ¢ HACTPOMKOWM U YCTAHOBKOM HYMKHbIX HAM AaHHbIX:

1. HacTpolKka aoctyna B MIHTepHeT

3axoaum B pasgen Cems -> WAN 1 BbICTaBAAEM HY)KHble HACTPOWKM COTMNACHO AaHHbIM,
YKa3aHHbIM Ha n306parkeHuu.

MapameTpbl PPP umsa nonszoeamenu u PPP napons Bbl moXKeTe y3HATb Y CNEeLMaNnCcTOB Hallewn
KOMNaHWK no TefiepoHaM TEXHUYECKON NOALEPHKKM NN NO SNEKTPOHHOM noyTe. [INA KaXKA0ro KAmeHTa

3TW AaHHblE€ UHOUBULAYA/IbHbI.
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Mopgens TL-WR840N

CocTosHne

BhicTpas HacTpoika I

PaGounin pexum

- LAN

- IPTV
- Knonuposanune MAC-agpeca

BecnpoeogHoid pexium - 2,4 MY

locTesan ceTb

DHCP

Mepeagpecayuna

SawuTa

PoAUTENLCKUI KOHTPOME

Koutponb gocTyna

[ononHMTenbHbIe HACTPOIKW MapLLPYTU3aLMA

KOHTPONB NPONYEKHOM CROCOBHOCTU

Mpuesska IP- n MAC-agpecos

OvHamnyecknii DNS

IPV6

CHCTEMHbIE VHETPYMEHTSI

BoiiATit

WAN

Tun noaknio4eHns

PPPOE . |

PPP 1ua nonezosatena:
PPP naponb

MogTBepauTb Napeons

test
[ ]

|Empuuuoe nog

@O ui() it kuit IP-agpec () Cratudeckuin IP-agpec ([ns

I PeskumM Nogknio4eHns

@ Bcerna aKTMBHl{

MakcuMansHoe Bpema NPocTos:

() MoakniounTb No TpebosaHmMo
() ToAKMIeUMTE BPYUHYHO

MHHYT (0 03HAYAET, 4TO NOAKNIOYEHNE GYAET aKTUBHBIM NOCTOA

Tvn ayTeHTUDHKAUMK:

ABTO_AYTEH v |

MogkniounTs OTKNIOYTL Moaknioyexue

Owwbka ayTeHTUhHKaLMK, HEBEPHOE MMA NONb30BATENA UK Naporns

Cnpaska: WAN
Tun nogkmno4eHnA WAN:

Ecnu  Baw noctaswmk  MHTEpHET-ycnyr
ucnonesyetr  DHCP-cepsep,  BoiBepute
AuHamuyeckuin IP-agpec.

Ecnv BBl nonyuunn  OT  NOCTABLMKA
WHTepreT-yenyr cTaTu4eckni mnu
GmkcnposanHi IP-agpec, macky noacetw,
wmos W DNS, seiSepute Cratudeckuii IP-
appec.

Ecnu  Baw noctaswmk  MHTEpHeT-yenyr
NpefocTasnAeT  MOAKMHOYEHWE  uYepes
npotokon PPPoE, To Bam cneayet Buibpars.
sapuaHT PPPoE/PPPoE Poccua.

Ecnu  Baw nocTaswuk  MHTepHeT-yenyr
Mcnonb3yeT kabenbHoe NoaKnioyeHne Tna
BigPond (unu Heart Beat Signal), T0 Bam

cneayeT 8uibpate  BapuaHT  KaGenk
BigPond.
Ecnu  Baw nocTaswmk  MHTEpHeT-yonyr

WCNONb3yeT TWN noaknodeHua L2TP, To sam
cnegyeT Bolbpate BapwanT L2TP/L2TP
Pocens.

Ecnu  Baw noctaswmk  MHTEpHeT-yenyr
WCMonb3yeT TUN nogkniyeHna PPTP, 1o
Bam  cnefyeT  Bbifpats  BapuanT
PPTP/PPTP Poccnn.

Wms nonbzosatens/Maponk - Ykawute
uMA nonssoeatens [ napone,

<« I —— v

[punoxexve

BaWMM Mo
WHTepHeT-yenyr 3T nona 4yBCTBUTENbHBI
K perucTpy.

Bropu4yroe nopknrouenne - BropuuHoe
MOJKMIOYEHUE  [OCTYMHG  TOMBKO NPy
BbiJOpe MOOKMIOYEHWA Yepes MpoTokon
PPPoE. Ecnu Baw nocTaswimk UHTepheT-

-

MNocne npoBeAeHMA BCEX HACTPOEK, eWwé pa3 npoBepbTe MPaBU/IbHOCTb YKa3aHHOW Bamwu

MHPOPMALMM N HAXKMUTE Ha KHOMKY CoXxpaHume.

2. Hactpowka cay»k6bl DHCP

3axoaum B pasgen DHCP -> Hacmpoliku DHCP v BbiCTaBAsieM HyXHbl€ HaCTPOMKM COrNacHo

AaHHbIM, YKa3aHHbIM Ha BTOPOM M306pa)~KEHMM.
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N300 Wi-Fi poytep

CocTosHue

BbicTpas HacTpoiika

PaBouui peskum

CeTo

BecnposopHoii pexum - 2,4 Ty

TocTesas ceTs

HacTpoiikn DHCP

- Cnmucok knueHtos DHCP
- PesepaupoBaHHe apecoB

Mepeagpecauus

3awura

PoauTenbekuii KOHTPOME

KonTponb goctyna

[ononHUTENbHBIE HACTPOMKY MapLLPYTU3aL/MIA

KoHTponb nponyckHoi cnocoBSHoCTH

MpwBsska IP- n MAC-agpecos

JuHamuuyecknii DNS

IPv6

CUCTEMHBIE MHCTPYMEHTBI

BoiATi

HacTpoiiku DHCP

DHCP-cepsep:

HavarnbHoii IP Address
Koneureiii IP-agpec

Bpewmsa apengbl

OcHoBHOM W03

[Lomen no ymonuannio:
MpennounTtaembii DNS-cepsep

AnstepHatuHblii DNS-cepsep:

192.168.0.100
192.168.0.199

MUHYT (1-2880 MUHYT, N0 yMOnYaHuK - 120)

(19216001 Jiossom
T
0000 Joomam

MNpunoxexune

CnpaBka: Hactpoiiku DHCP

YeTpoACTBO N0 YMON4aHHI0 HACTPOEHO Kak
DHCP-cepeep, KoTopbWi npedocTaBnAeT
HacTpoitku TCP/IP anA Bcex KIMEHTOB,
KOTOPbIE NOAKITKMAINTCA K CETU poyTepa.

+ DHCP-cepep - Bkniwouute wunu
OtkniovuTe  cepeep. Ecnu Bl
XOTUTE GTKNKHMMTL CEPBEP, TO B
Ballel CeTH J0MKEH pacnonaratbca
Apyroit DHCP-cepsep, B NPOTUBHOM
ciyyae Bam notpedyeTcs ykasats
|P-aapec kOMNbIOTEPa BRYHHYHO.
Havanwuei IP-agpec - B aTtom
none yKasbiBaeTCA Nepeblii afpec
nyna |P-agpecos. Mo ymonyanuio
370 192.168.0.100.

KoHeuHen IP-apgpec - lMocnenHui
agpec nyna |P-agpecos. o
ymonyanuio 310 192.168.0.199
BpeMA apeHAsl - BpemAa apeHab!
appeca - BPEMEHHOM MPOMENKYTOK,
B TEUEHWE KOTOPOrD MOMb30BaTento
8 cew GygeT  paspeweHo
NOAKIIYEHNE K POYTEPY C TEKyLWM
DHCP-agpecom. Ykaxute nepuop,
BpEMEHN (B MUHYTaX), B TEYeHue
koToporo  GyaeT  mpegocTaene
DHCP-ampec (ot 1~2880 mnmyT).
Mo ymonyanmio ykasano 120 munyT.
‘OcHoeHoit wntos - (Mo BbiDopy)
Pexomenpyetca seectw  IP-appec
nopra LAN ycTpoiicTea, 3HadeHue
no yMon4axuio 192.168.0.1

Domen  mo  ymomuaHmo -
(HeoBasaTtenbHasa HacTpo#ka)
3aeck MOKHO yKasaTb [OMEHHOE
WM ANA BALUEA CETH.
Mpeanoyutaemelt DNS-cepeep -

(HeoBasaTtensHana HaCTPO#Ka)
Vrkanute |P-agpec DNS-cepeepa,
nonyyeHHsIfi T MOCTABLMKA

WrTeprer-yenyr Wnu oBpartutecs K



Mocne npoBeAeHUs BCEX HACTPOEK, elWé pa3 nposBepbTe MNPaBU/IbHOCTb YKa3aHHOW Bamu
MHGOPMALMM U HAXKMUTE Ha KHOMKY CoOXpaHume.

3. Hactpowka 6becnposoaHon Wi-Fi cetu

3axoaum B pasaen becnposodHoli pexcum — 2,4 Ty -> OcHOBHble HACMPOUIKU N BbICTaBAEM
HY)KHble HaCTPOMKM COrNacHO [aHHbIM, YKa3aHHbIM Ha TpeTbem W30bparkeHwuw. Mapametp «Umsa
6ecnposodHoli cemu» (HasBaHwe Wi-Fi ceTn, KoTopoe Bbl byaeTe BMAETb Ha YCTPOMCTBAX) MOMKHO
M3MeHUTb Ha Nt0boe, KoTopoe Bbl MOCUMTAETE HYXKHbIM.
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CocTosHIe -
BoicTpas HacTpoiika i
PaGOSMI pexiM HacTpoiiku BecnposoaHoro pexuma (2,4 Iy) 5:::::;'-(" OcHoBHb1e

CeTb
MpumedaHue: JansHocTs nepega4i

BecnposofHoi pexum - 2,4 MMy BecnposoaHoit pesxum - 2,4 MMy, | @ Brooumts () OTNJ'IKHMIbl giz:;g(ao;mxi 3::54 n:'{p':;:‘?méﬁm“x
- OCHOBHbIE HacTPOWKU Mms GecnposoaHor cet ‘TP-LinK_E:iZE “(Iame HaseiBaeTcA SSID) CTeneH  3aBUCMT 0T  (DM3HMYECKOro

pacnonekeHns  MapuipyTasatopa.  [ina
-WPS pa: i

24 Baw
- 3alymTa GecnpoBoAHOIO peKuMa Pexim 11bgn cMelWaHHbIA ¥ MapLUpyTH3aTOp!

« Pagom ¢ npegnonaraemsiM LeHTpoM
dunstpayua MAC-agpecos Kawan BalLe BecPOBOHOR CeTH
- lononH1TENEHLIE HACTPOAKK . * Hap paboueit soHoii Ha sbicote,
a P LUMpUHa KaHana CE I EOTE

* Bpanu oT NOTEHUMANbHBIX
VCTOUHMKOE  MOMEX, TakMX  Kak

- CtatncTuka Gecnposomoro pexuma @) Braioums wnpokosewane SSID

locTepan ceTh KOMMNbIOTEPbI, MUKDOBONHOBLIE Ne4l
n DecnposoaHsie TenedoHbl.

DHCP s C BEpTUKANbHO nogHATO
e

Mepeagpecauus * Baanu oT GonbLMxX METanmMYeckux

SawTa MOBEPXHOCTEN

" Mpumeyanue: HecolOnioaeHne HaCTOALYMX

PoauTenbCkui KOHTPONL VHCTPYKUMA  MOXET — MpUBECTM K

K 3HAYNTENBHOMY CHIDKEHMID

OHTpOB AOCTYNA MpOM3BOANTENEHOCTH BNNoTL o

- HEBO3MOKHOCTH NOAKMIOMUTHER 8

JlononHKUTENbHbIE HACTPONKWA MapLUpyTU3aLIW BecnposoaHom pexuMe K Balwemy
MapLIPYTH3ATOPY.

KoHTponb npenyckHoi cnocobHoCTH

Wma GecnposogHon cetu (SSID) -

Mpussska IP- 1 MAC-aapecos BeeauTe  3HaueHue AnMHOW Ao 32

OuHamuuecknii DNS CUMBONOB. 3T0 e nMa DecnposoaHoi ceTh
(SSID) acnkHo BbiTe MPONMCaHO ANA BCEX
IPv6 BecnposogHbIX YCTPOACTE B BaLLel CETH
CUCTEeMHbIe UHCTPYMEHTbI Pexum - BuiGepuTe pexHM nepeaaqn
CUTHANA B COOTBETCTBMM C MCNOMb3YEMbIMM
BbIATH BamMn DecnpoBOAHEIMM YCTPORC TBAMN.

n LWnpuxa KaHana - MponyckHaa
punoxeHune . o Kanana -

Mocne npoBeAeHMA BCEX HACTPOEK, elé pa3 npoBepbTe MPaBWIbHOCTL YKa3aHHOM Bamwu
MHGOPMALMM U HAXKMUTE Ha KHOMKY CoXpaHume.



Nanee 3axoamMm B pasgen MeHwo 3awjuma 6ecnposoOHO20 Pedcuma W BbICTaBAAEM HYXHble
HaCTPOMKM COrNacHO AaHHbIM, YKa3aHHbIM Ha M306paXeHuu:
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CocTosH1ne - -

BbicTpas HacTpoiika

3awwra becnpoBoAHOIO pPexumMa Cnpaska: 3awura

Pabouuit pexnm GecnpoBOAHOTO pexuma

CeTb
Bbl moxeTe BbIBpaTh OfHY W3 CREdyHLMX

ONUMI 33T

- Mpumedanue: 3awyta WEP, ayTentudukaymua WPAWPA2 - Enterprise 1 L Hue TKIP He n TCA, ecni
BecnpoBopHoii pexwm - 2.4 Ty o
YroGel 00e30NacHTE BaLY CETb, HACTOATENBHO PEKOMEHAYETCA BKIIOUNTE 3ALYMTY BECNPOBOAHOMO DEXMMA W BEIDPATS Wi

- OCHOBHbIE HACTPOWMKK * Otkmouuts saumry
BGecnposogHoi cetu - PyHKuMA
-WPS () OTKRIOMMTL SaWMTY BECNpPOBOAHOIT 3aWMTEI MOHET BbiTh
BKMIQUEHA WM OTKNroueHa. Ecnm
3alMTA OTKNIOYEHa, BecnpoBoaHbIE

- 3awura 6ecnpoBOAHOrO peXxUMa
I = poBoA P I (® WPA/WPA2 -Persnnal(peuomeunye‘rl:n]l

_ B CTaHUMn CMOryT WMETH A0CTYN K
dunetpauyva MAC-agpecos Bepcis: | WPAZ.PSK v Touke JocTyna Ges umdposaHna
- [JononHUTENbHbIE HACTPOIKK HacTosTeneHo PeroMeHayeTca
UWndpposarne: | AES v BoiGpars oMY M3 CrEAyoUX

- CTaTHcTHKa BEeCnpOBOAHOTO pexuMa ONUYWIA 3aLMTS.

| n 6 i : | * WPA/WPA2 - Personal - BuiGpath
FocTeBas ceTs pons bernposoanon cemh 26594604 3awuty Ha ocHose WPA ¢

orcp e s oo [0 | e
- 3awMTy Ha ocHoBe WPA depes
Spesapsean WPAMWPAZ - Enterprise . \?\?éj;usiteg:ug;ém sawury 802.11
Jawura Bepcua: | AgTo v WER.

PoanTENbCKKA KOHTROME Lincbposane: | AsTo v Kaxaell BapuaHT 3aWMTel WMEeT CEOW

cobcTBeHHbIe  NapamMeTpbl  HacTPOUKM,

KoHTponb gocTyna |P-agpec Radius-cepeepa: l:l KOTOpbIE NPEACcTABNEHbI HITKE:
[LononHuTenbHble HAaCTPOMKN MapLLpyTU3aLM WPAWPA2 - Personal Tan

Mopt Radius-cepeepa: | 1812 (1-65535, 0 Ans 3HaueHns nopTa no yMonuyaHuo 1812) ayTenTdMKaumm - Bbl MOXeTe BniOpaTh
OfIHY U3 HIDKECNe/lyIoWX Bepeuii

KoHTponb nponyckHoiA cnocoBHoeTH

Mapons Radius-cepeepa:

MpuBAska IP- n MAC-aapeccB o ABToMaTMHeckn - ABTOMATHYECKA
MepHoz 0BHOBNEHUA FPYNOBOTD KNHoua: l:l BLIGUpAETER OAWH W3 BapHaHTos

[OnHamuseckuin DNS ayTerTudmkaumn: WPA-PSK  vnu
1PvB WPA2-PSK, B 3aBMCMUMOCTH OT

WEP BO3MOKHOCTER " 3anpoca
CUCTEMHBIE HHCTRYMEHTI Tun ayTerTucbmAu | OTKpBITAA CHET ¥ | - . ss;x‘_’:;‘;f""“f“"ﬁg‘;nm e

BbliATh J 4 (COBMECTHO MCNOMb3YEMbIi  KNiou)

WPA_
* WPA2-PSK - Taponb PSK
I Do * RAES ountoio 25 -

MapameTtp [Maponb 6ecnpoeodHoli cemu (naponb ans Wi-Fi cetn) Bbl [oOnXHbl yKasaTb
camocrtosTenbHo. [Mpuaymante nwoboir Habop OYKB M UMPP, KOTOPbIA Bbl CYMTAETE HYXKHbIM U
NCNo/b3yiTe ero ans noaxaoYeHus K sawen Wi-Fi cetu.

JaHHYO HAaCcTPOMKY MO yCTaHOBKe napons Ha goctyn K Wi-Fi ceTn Hy»KHO caenatb 06A3aTenbHo,

YTO Obl HUKTO M3 MOCTOPOHHMUX JIULL HE CMOI BOCNO/Nb30BaTbCA BallMM 060pyA0BaHUEM M AOCTYNOM B

MHTEPHET.
Mocne npoBeaeHMA BCEX HACTPOEK, elé pa3 npoBepbTe MPaBWIbHOCTL YKa3aHHOM Bamwu

MHPOPMALUM N HAXKMUTE HA KHOMKY CoxpaHume.

Ha smom Hacmpolika mapwpymu3amopa TP-Link TL-WR840N 3akoH4YeHa. Ecau y Bac 803HUKAU
CAIOHCHOCMU, UAU UMEMCA B0MPOCHI, C8AHUMECL C HAWUM MEXHUYECKUM omoesom Mo menedoHy
+375 17 3887000 usnu 3nekmpoHHoU noyme support@iptel.by



